7:30 a.m.

8to 10 a.m.

10 to 10:15 a.m.

10:15to 11:15 a.m.

11:15to 11:30 a.m.

11:30 a.m.
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2017 LAW ENFORCEMENT SUMMIT

OCTOBER 3, 2017

Registration
Exhibitor area opens in Patriot Hall

Dic Donohue

April 2013 Terrorist Attack

Dic Donohue, a Boston Transit Police officer, was grievously injured in
April 2013 during a gun battle with two suspects who were later identified
as the Boston Marathon bombers. A bullet severed Donohue’s femoral
artery and he suffered severe blood loss. He survived because fellow
officers gave him immediate lifesaving care and prolonged CPR. Given a
2 percent chance to live, Donohue survived and has been recognized by
over 20 law enforcement and civic organizations for his outstanding
service.

BREAK

Indiana Attorney General Curtis Hill

Reform of the Criminal Justice Code — Why It Matters In
Fighting The Drug Crisis

Indiana Attorney General Curtis Hill discusses the origins and
motivations for reforming the criminal justice code in the United States
and how such efforts affect the ability of law enforcement to keep
dangerous drug dealers and other offenders off the streets. General Hill
believes public safety requires courts, law enforcement and prosecutors
to remain committed to the incarceration of chronic and violent offenders.
Otherwise, he argues, meaningful progress toward ending the nation’s
drug crisis will be perpetually thwarted.

BREAK/VISIT VENDOR AREA

PICK UP LUNCHES



Noon to 1:15 p.m.

1:15to 1:30 p.m.

1:30to 2:15 p.m.

2:151t0 3:15 p.m.

3:15-3:30 pm.

3:30 -4:30 p.m.

Attorney General’s 2017 Outstanding Law
Enforcement Officers of the Year Recognition

Attorney General Leslie Rutledge will present awards honoring law
enforcement officers in every county. General Rutledge will also present
Valor Tributes to the families of fallen officers.

BREAK

Cory Cox, Legislative Director, Arkansas Attorney
General’s Office

Law Enforcement Legal Update

Peggy Fletcher, Senior Investigator, AT&T Asset
Protection
Walter Wright Jr., General Counsel, Arkansas Recycling

Association
Stephen Svetz, Special Agent, Arkansas Attorney
General’s Office

Metal Theft

Metal theft in Arkansas is a serious concern, often tied to the drug trade.
With a statute requiring records (17-44-102) in our tool box, law
enforcement has put a serious dent in the buying and selling of stolen
metals. We will discuss the law in general, and what the responsibilities
of the Attorney General’s Special Investigation Unit are regarding the
application of the law.

BREAK

Will Jones, Deputy Attorney General, Arkansas Attorney
General’s Office

Chris Cone, Special Agent, Arkansas Attorney General’s
Office

Investigating Cyber Crimes on a Budget

#LESummit

nAGLeineRutIedge AGRutledge AGLeineRutIedge

= Attorney General Leslie Rutledge @ ArkansasAG &% AGRutledge


https://www.facebook.com/agleslierutledge
https://twitter.com/agrutledge
https://www.youtube.com/channel/UCHM7qdWTTF4aFybeC0qdtaA
https://www.pinterest.com/ArkansasAG/
http://www.snapchat.com/add/agrutledge

Copper Theft -
Cutting the Lifeline to the Commun

Law Enforcement Summit
October 3, 2017

Peggy Fletcher, AT&T Asset Protection
501-765-9706 or 800-807-4205 (24/7/365)
peggy.fletcher@att.com

| ©2015 AT&T Intellectual
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Financial impact to AT&T is
significant, but there are more
important issues to the community:

> Ability to call 911

» Use of data lines: business,
cellular, data, security
systems, police mobile data
terminals, healthcare
monitoring

> Environmental concerns




Number of Thefts
2014: 125
2015: 56
2016: 12

2017. 20 (to date)

2014 Losses

4.3K customers impacted
$1.3M in losses
17,000 Ibs. of copper
$2.20/Ib. ~ $37,000
Less than 3% of AT&T losses
28K feet of cable (+90 football fields)




Cable is placed:

On AT&T dedicated poles

Below electrical service cable

With cable services cable

Black outer cover called “sheathing”

Sheathing will typically be marked in
white or yellow text




Superior Essex Telecommunications
Cables used by AT&T are Uniquely
Identifiable to the Owner
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Even when Burnt, the Twisted Pairs of
Copper Wires are Clearly Visible and the
Gauge of the Wire Remains One of the
Four Sizes used in Communications
Cables : 26, 24, 22, and 19.

Cable Characteristics
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Theft of cable




After the cable is on the ground
* Pulled into field/woods and stripped of outer
sheathing
 Cut into 4 — 5 foot pieces for transport or
e Burned
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- Bare wire, also known as “bright wire”, used for
grounding and has no insulation, no marking, typically
used on tower

e Shielded ground, also used for grounding and is
protected by green or black plastic cover, no marking,
used inside and outside of shelter/cabinets

« Copper buss may be tinned, painted and etched




Access to cell sites

Cell sites often have multiple carriers
Various vendors and contractors

Site will have tower owner displayed with contact & site number
- AT&T

- American Tower
— Crown Castle
— TriStar Investors







Cable alarms (auto dialer):
» Triggers immediately upon cut (AD2000 & CopperWATCH)

-----Original Message

From: root [mailto:map@airtalk.com]

Sent: Thursday, February 21, 2013 10:46 AM
To: WHITENER, SCOTT R

Subject: CWATCH ALARM 0520004 [0475]

i
il

COPPER TELEPHONE CABLE THEFT IN PROGRESS / VERIFIED ALARM
CREATED: 09:45 02/21/2013
CONTACT: CONTACT (618) 482-6767 E 5T LOUIS PD, ILLINOIS

il j]

| | | , [ L
CABLE CUT BETWEEN TWO LOCATIONS: 1 - ‘ | . g b
LOCATION 1: STATE ST @ N 82ND ST-MAP3 ' | . ;
LOCATION 2: WASHINGTON ST @ N 82ND ST-MAP4

REMARKS: ALLEY BETWEEN N 82ND ST AND 83RD, SOUTH FROM WASHINGTON ST TO STATE ST

MAP_LINK: http://maps.google.com/maps?saddr=N38+35.581%20W90+3.983%20(Device:%202- !
1.2%20Address:%20STATE%205T%20@%20N%2082ND%205T- - . e
MAP3)&daddr=N38+35.621%20W90+3.944%20{ Device:%202- e t]if‘l
1.3%20Address:%20WASHING TON%205T%20@%20N%2082ND%205T-MAP4)&hl=en ‘
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Surveillance — CCTV utilized at work centers and cell towers with
high incident rates; monitored remotely 24x7




Partnership with Law Enforcement, Recyclers, Other Carriers
Marking / Etching of assets such as buss bars & batteries
Anti-theft mounting hardware

B It is a criminal act to
Cabinet Armor ¥ el possess stolen copper!

Rewards

Metal Theft Task Force involvement

Notification of thefts through ScrapTheftAlert.com
Laminated Posters for Recyclers on What NOT to Buy
In person training for Law Enforcement and Recyclers
Legislation — “elimination of the Value Exchange” ity potentil sllers and contact law enforcement

Burned copper with twisted pairs should be refused

When presented with telephone cable still in sheathing,
immediately contact £ atet Asset Protection @ 1-300-807-4205




* AT&T does not give permission to any contractors to take scrap
from job sites to recycle

« AT&T contracts nationally for disposal and recycling of
materials and rarely in Arkansas

* AT&T rarely works on phone lines at night — ask for employee
badges if on patrol




Asset Protection:

Calculate the copper weight for Leads
Online searches

Track known suspects

Track all thefts and provide cross-
jurisdictional assistance







Scrap Industry Perspective on
Metal Theft

Walter G. Wright
Mitchell Williams Law Firm

General Counsel/Arkansas Recyclers Association

wwright@mwlaw.com




» The Arkansas Recyclers Association (“ARA”) is a
state trade association founded in 1989 whose
members include manufacturers (including 3
Arkansas steel mills) and processors, brokers and
industrial consumers of scrap commodities,
including ferrous and nonferrous metals, paper,
electronics, rubber, plastics, glass and textiles.

» Many ARA members belong to the Institute of
Scrap Recycling Industries in Washington, D.C.

» ARA has been an active participant in various
legislative and regulatory activities involving
scrap and solid waste for the past 28 years.




» A key focus of ARA legislative efforts starting
four legislative sessions ago was the drafting
of more comprehensive legislation to reduce
scrap theft.

» Very limited Arkansas legislation had been in
place for years but was ineffective.

» The ARA and other companies and
associations help draft, over the course of
three legislative sessions, the legislation
Stephen described.




» ARA has and will always support efforts to ensure
scrap facilities are compliant with this law.

» Why? Many reasons (it’s the law, etc.)

However, a key reason is our members do not
want to have to compete with facilities that do
not make the required investment in equipment,
manpower, etc. to be compliant.

» ARA supported legislation two legislative
sessions ago to provide the Attorney General’s
office the resources to assist in the effort to
prevent scrap theft.



- ARA’s position is to support legislation that
effectively addresses scrap theft.

- ARA believes Arkansas now has a system in

place that through vigorous enforcement will
be effective. |




- ARA has opposed legislation that will
unnecessarily impede recycling/resource
recovery activities that are a key part of our
economy and help conserve or protect natural
resources, energy and the environment.

- ARA opposes laws that needlessly disrupt or
stigmatize this industry.

. The importance of an efficiently performing
scrap industry to Arkansas and the nation
should not be underestimated.




g ,: Institute of
IV Scrap Recycling
- Industries, Inc.

Voice of the Recycling Industry

Economic Impact of the Scrap Recycling Industry

Jobs Supported by the U.S. Scrap
Recycling Industry, 2017*

 Direct: . Supplier; Induced:  OTAL:

155,632 175,587 R 203,287 534,506

$S116.9B 534,500+ $13.2B

o , Federal, state and
Economic impact U.S. jobs supported local foxes paid

*Source: “Economic Impact Study U.S.-Based Scrap Recycling Industry,” John Dunham and Associates, 2017.




Institute of
Scrap Recycling
. Industries, Inc.

Voice of the Recycling Industry

Globadlization of the Scrap Market

With befween 30 & 40% of all scrap processed in US destined for export each year, the
health of the US recycling indusiry is directly tied to the health of the global economy

Cumulative Impact of U.S. Scrap Exports on the U.S. Trade The Global Ind ustry
Balance since 2000 ($)

$250,000,000,000 : 3 7

Total exported

$200,000,000,000
(million metric tons)
$150,000,000,000 ‘] 6 5 B
@
$100,000,000,000 Value of materials
exported
G0 e Destination countries

2000 2001 2002 2003 2004 2005 20v06 2007 20>O8 2009 2010 2011 2012 20‘13 2014 2015 2016 where recycla bles are sold




% g lSH Scrap Recycling

l Institute of
; Industries, Inc.
Voice of the Recycling Industry

Economic losses to individuals, businesses, &
governments

replacement -

U.S. Dept. of Energy estimates $1 billion / year to copper
theft alone

Damage fto critical infrastructure
Interruption of services

Value of stolen materials vs. cost of damage / repair /




Institute of
Scrap Recycling
Indust Inc

IDENTIFYIN
OPERATIONS

Legitimate Industry Welcomes Enforcement &
Inspection of ALL operations

lllegal Operations are Hidden in Plain Site
- How does law enforcement identify non-compliant yardse

- What visible indicators might warrant deeper inspection &
investigatione

Appearances can be deceiving — but sometimes it is just plain obvious

10




Institute of
3L Scrap Recycling
5 . Industries, Inc.
Voice of the Recycling industry

» Larger, industrial
purchasers

> 90% or more of purchasers
from authorized sellers

> Millions of dollars worth of
equipment

» Typically is a long-
standing community
partner




Institute of
Scrap Recycling
Industries, Inc.

Voice of the Recycling Industry

Other Indicators

DESPERATE BUSINESS
> Rusty /old equipment

> No drive on scales or scales with
digital readouts

> No warehouses / Cashier’s office

» Unreasonably high prices

someone had dumped it on a hill

2
> Unsafe conditions =
v’ Employee safety equipment § 70
b ~ < f
§' yeah I found it up north,
=
z

12




» ARA supported the requirement in current law
that requires investment in equipment,

manpower, and integration with government
authorities such as:

- Database/integration with authorities
o Licensing
- Demonstration of utilities

- Evidence of required environmental
permits

13




> Why?

- These are indicators of a permanent facility
that has made required investment to
properly operate within the law.

o If a facility is operating outside of the
system, then they should not be in this
business.

14



» Metals theft, and specifically copper theft is
often a crime of opportunity in which the risk
is outweighed by the reward.
> Risk outweighed by reward

> Unsecured locations, i.e. construction
sites, railroads, secluded utility
substations, abandoned residences or

buildings

15




A number of factors which can account for the
increase in metals theft over the past decade
include:

» Increase in exports

» Increase demand results in higher prices for
metals.

> Copper $.80/Ib in 2003, $4.00/Ib in 2006

16




ARA members are prepared to support local
law enforcement and the Attorney General’s
office in providing information on operations in
the area, clarification of industry
issues/materials, report of suspicious
attempted sales, etc.

17
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Aftoarney General’s Office
Scrap Metal Dealer
Compliance Inspection Report

Date: AG Report #:

Agent Name: Agent Signatuare:

Name of Business:

Address of Busi

City, State and Zip Code of Busi

Ticket #being inspected: Date of ticket:

Name of clerk processing the ticket:

Has this scrap metal dealer been iuspected previously: [:
H Yes:

Date of last inspecﬁon:l

Number of Previous \"io!ationszl I

Was a copy of Ark Code Ana. § 17-44-102 provided during previous insp -‘-h\n-‘ ’

Has the employee had any previous convictions for violations of this statute: [:::j

Attorney General’s Office
Scrap Metal Dealer
Compliance Inspection Report

{2) As used in this section, "reasonable, wyitten documentation”
means 2 written document that inciudes the following
information provided by the seller of the scrap metal to the
scrap metal recycler: Was there a written docament?

{1) Was the name of the entity or individua! from whom the
seller aequired the scrap metal on the document?

{(2) Was the date the seller acquired the scrap metal on the
document?

{3) Was the physical address from where the seller acquired
the scrzp mstal on the document?

{4) Was an affismation or certification from the selier inthe
written document that he or she is the owner of the scrap
metal or is the emplover, agent, licensed contracter,
Heensed HVACR, plurber, electrician, or other person
authorized to seli the scrap metal on behaif of the owner?

(5) Was an affirmation of certification from the seller in the
written document that he or she has not pleaded guilty or
nolo contendere to or been found guilty of thefy, burglary,
or vandalism when the offense involved scrap mesai?

Ark Code Ann. §17.44.102. Records Required:
{B) () Ascrep metal secycler who fails to file 2 daily slectronic record of scrap metad purchases a sequired by this
saction shall be subject to the chil penaliy providad for under § 17-44-108(2) for the St offenss.
{1} A second violstien ofthe aily reporting raquirement of this section & 2 Class A misdemesnor.
i) A thied o1 subsequent violstion is 2 Class D felony.
Ark Code Ann. § 17-44-106. Penalties:
{2} Aperson who violates this chapter may be assessed 2 civil penalty of no more than on2 thousand
Jollars {S 1,500) per viclasion,
{b) Any person who kmowingly gives false mformation with respect 10 the matters required to be muintzined i
the yecords provided for m this chapter & guilty of 2 Clzss A misdemeancr.

{<) (1) Each scrap metal recycler doing business in the State of
Arkansas shall maintain an accurate and Jegibie record of
sach screp metal purchase ransaction. Was there a record
for the above listed transaction?

Page 11

(d) The record of each scrap metal purchase transaction shall
contain the following information taken at the time of sale and
kept on record:

{1) Did the record contain the name, zddress, gender, birth
date, and identifying mumber from the selier’s drivers

ficense, military identification card, passport, or other form
of government-issued photo identification;

ATTORNEY GENERAL
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Attoimey General’s Office
Scrap Metal Dealer
Compliance Inspection Report

(2) Did therecord contain a photocopy of the government-
issued photo identification provided under subdivision
{&)(1) of this section;

{3) Did therecord contain the datz of the scrap metal
purchase transaction;

{4) Did the record contain the digital thumbprints of the
seller;

{5) (A)Did the record contain a genersl description of the
predominant types of scrap metal purchased.

(B) The general description ¢hall be made in accordance
with the custom of the trade;

{6) Did the record contain a genaral description of the
configuration of the scrap metal and whether the material is

{7) Did the record contain the weight, guantity, or volume,
recorded in accordance with the custom of the trade, of the
scrap metal purchasad;

{8) Did therecord contain the consideration paid;

(%) Did therecord contain the ficense plate numbsr of the
vehicle used in transporting the materials to the scrap metal
recycler's place of business; and;

{10y (A) Did the record contain 2 clearly identiftable date-
and-time-stamped digital photograph of the:

{© Seller; and

(i) Scrap metal in the form in which it was
purchased.

(B) Did the record contain the name of the person
1aking the photographs under this subdivision (10)
shall be recorded and provided with the photographs.

Attorney General’s Office
Scrap hletal Dealey
Compliance Inspection Report

py required under subdivision {d)(2) of this
section, the digital thumbprints reqwred under subdivision
(d){4) of this section, and the digitai photographs taken
required under subdivision (d)(10}{A) of this section shall be
feasonably clegr.

[ XSV TEN] Esv: records required under subsections {a) and (d) of
this section, a scrap metat recycler shali fite a daify
slectronic record of strap metal purchases made for that
day.

(B) The repart shall be made daily by entering the
information into an autumazeddaxabase which may be
d by law enf nt

Was the record entered into an electronic database?

(g) The records required under this section shall be:
(1) Kept for aperiod of one {1) year;

{2) Made available fo any law enforcement office of the State of
Arkansas and any Arkansas municipality or county; and

{3) Available for use in any legal proceeding.

{h) This section does notapply to transactions:

{1) In which a scrap metal processor purchases, fransfers, or
otherwise conveys scrap metal to another scrap metal
processor if the purct or transferee obtained a bill of
sale or simifar document at the time of transfer;

{2} Involving only beverage or food containers; or

{3) Involving only ferrons metals,

Narrative:
Any jtems listed above with a "No” constitte violations of Ark Code Ann. § 17-44-102.

ATTORNEY GENERAL
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ARKANSAS STATE
STATUTE:

Ark. Code Ann. § 17-44.102. Records
required.

(a) As used in this section, "reasonable, written
documentation” means a written document that
inctudes the following informationprovided by
the seller ofthe scrapmetalto the scrap metal
recycler:

{1) The name ofthe entity orindividual from
whom the seller acquiredthe scrap metal;

@) The datetheseller acquired the scrap metal;
{3) The physical address fromwhere the seller
acquirsd the scrap metal;

(4) An affirmafion or cartification fromthe
seller in the written document thathe orshe is
the owner of the scrap metal oris the employer,
agent, licensed contractor, licensed HVACR,
plumber, electrician, or other person authorized
to sell the scrap metal onbehalf of the owner;
and

(3) An affirmation orcertification fromthe
seller in the written document thathe orshe has
not pleaded guilty ornolo contendereto or
been found guilty of theft, burglary, or
vandalism when the offenseinvolved scrap
metal.

{b) A seller shall not sell anda scrapmetal
recycler shall not purchase scrap metalunless
reasonable, wiitten documentationis provided
that the seller is the owner ofthe scrap metalor
is an emplovee, agent, or otherperson
authorizedto sell the scrap metalon behalf of
the owner.

(©) (1) Eachscrap metalrecycler doing
business in the State of Arkansasshall maintain
anaccurate andlegible record of eachscrap
metalpurchase transaction.

(2) Individualrecords shall not berequired for
aseries of scrap metalpurchase transactions
madeundera contract.

{3) The data required umder subdivision (d}{1)
ofthis section may bemaintained forrepeat
sellers in arelational database allowing the
scrap metalrecycler torecord theinformation
one (1) time andzelate future purchaserecords
to thatinformation.

{4) A municipality or county may require by
ordinance electronic or digital records and
reporting methods.

{d) The record of each scrap metalpurchase
transaction shall contain the following
informationtaken atthetime of sale andkept
onrecord:

(i) The name, address, gender, birth date,and
identifying number fromthe seller's driver's
license, military identification card, passport, or
other form of govermment-issued photo
identification;

{2) A photocopy ofthe govemment-issusd
photoidentification provided under subdivision
{dY1) of this section;

(3) The date ofthe scrap metal purchase

(4) The digital thumbprints of the seller;

(53 (A) A general description of the
predominanttypes of scrap metal

purchased.

{B) The general descrption shall be madein
accordance withthe custom ofthe trads;

{6) A general description ofthe configuration
ofthe scrap metal and whetherthe materalis
insulated;

(‘Z) The weight, quantity, or volume, recorded
in accordance withthe custom ofthe trade, of
the scrap metal purchased;

{8) The considerationpaid;

{9) The license plate numberofthe vehicle
used in transporting the materialsto the scrap
metalrecyclers place of business; and

{10) (A) A clearly identifiable date-and-time-
stamped digital photograph ofthe:

(i) Seller; and

(ii) Scrap metalin the formin which it was
purchased.

ATTORNEY GENERAL
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(B) The name of the person taking the
photographsunderthis subdivision (10) shall
be recorded and provided with the photographs.

{e) The photocopy required undersubdivision
(d¥2) of this section, the digital thumbprnts
required under subdivision {d)4) ofthis
section, and the digital photographstaken
required under subdivision (d{10)A) ofthis
section

) Q). (3 For records required under
subsections (a) and (d) of this section, 2 scrap
metalrecycler shall file a daily electromic
record of serap metalpurchasesmade forthat
{B) The report shall be made daily by entering
the informationinto anautomated database
which may be accessedby law enforcement
statewide.

(2) (A) The operatorofithe electronic database
under this section shall send a report that shall
include alist of all scrap metalrecyclers inthe
county thathave accessed orthathave accessto
the database buthavenot filed a daily
electronic record of scrap metal purchasesas
required by this section:

{®) To the county sheniff every seven (7) days;
and

(i) To anylaw enforcement agency that

requests perodic copies ofthe report more
frequently than every seven (7) days(B) () A
scrap metalrecycler who fails to file a daily
electronic record of scrap metalpurchases as
required by this section shail be subjecttothe
civil penalty provided for under § 17-44.106(a)
for the first offense.

(ii) A second violation ofthe daily reporting
requivernent of this sectionis aClass A
misdermeancor.

(iii) A third or subsequent violationis a Class D
felony.

{C) The report by the operator of the electronic
database shallinchude 2 list of all scrap metal
recyclers in the county thathave accessed or
thathave accessto the databasebuthavenot
filed a daily electronic record of scrap metal
purchases asrequired by this section.

(2) The records required under this section shall
be;

(1) Kept for a period of one (1) year;

(2) Made availableto anylaw enforcement
office of the State of Adransasandany
Arkansasmunicipality or county; and

{3) Available for use n any legal proceeding.
(h) This section doesnot applyto transactions;
{1) lnwhich a scrap metal processor purchases,
transfers, or othervise conveysscrap metalto
another scrap metal processor if the purchaser
or transferee obtained a bill of sale or similar

document at the time of fransfer;

{2) Involving only beverage or food
containers; or

{3) Involving only ferrous metals.

For any questions about the State
Statute, Contacts for the Attorney
General’s Office:

Special Agent Stephen Svetz
Special Agent Jeremy Farquharson
Special Agent Jerry Keefer

Special Agent Jeremiah Terrell

E-Mails:
stephen.svefz@arkansasag. goy
jeremv.farquharson@arkansasas.oov
jerrv.keeferf@arkansasag.coy
jeremiah.terrell@arkansasag cov

For any questions about using Leads
Online please notify them at:

Phone Numbers:
1-972-361-0900 or 1-800-311-2656

E-mails:
storesupport@leadsonline.com
support@leadsonline.com
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